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Alerting Abstract us Bl 

NOVELTY - An index is derived from a communication stream data with 
source internet protocol (IP), destination IP addresses, etc., of a network 
packet . An entry with a communication stream and security association 
data , related to the index, is retrieved from a cache table. The 
stream data of the entry and that of packet are compared , to apply 
security measures to packet based on security data in entry, when a 
match is found. 

DESCRIPTION - An INDEPENDENT claim is al so included for method of 
retrieving security data. 

USE - Computer readable medium storing instructions for retrieving 
security data such as security association (SA) data of internet 
protocol security (iPSec) for protecting network communications e.g. for 
internet, intranet, local area network (LAN), wide area network (wan) in 
of f i ce . 

advantage - The security data needed for secure the delivery of packets 
are retrieved quickly and reliably. 

DESCRIPTION OF DRAWINGS - DESCRIPTION OF DRAWING - The figure shows a 

flowchart explaining the process of retrieving security data for 
communication packet using the cache table. 
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as a message digest in the Crypto API. To verify that the message 
wasn't altered , the recipient can renash the message and compare it 
to the message digest that was sent along with the data . How does the 
recipient know that the original data wasn t replaced by different data 
and a corresponding message digest? Public key encryption... 
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